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Citrix ShareFile VDR

A simple virtual data room designed for your most complex deals.

See below for a list of included features.

Data Security

Active Directory and single sign-on (SSO)
Secure your data and
prevent breaches. TWO—Step verification

Mandatory two-step authentication

Encrypted email

Hard quotas: Enforce storage quotas

Secure mobile data wipe

Device security

Archiving

Watermarking (Information Rights Management)

View-only sharing and access

Click trails

CASB integration for data loss prevention (DLP)*

Secure Collaboration

Terms and conditions opt-in when users log in

Built specifically for complex
document security needs. Secure Q&A within assigned folders

Edit documents on mobile device

Enable unlimited client users. Add users and unlimited clients to shared files, folders, and workspaces.

Data Room Indexing

Full text search

Request list of files provided by client

File versioning
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File check-in and check-out

File drop

Folder Q&A

Printing Restrictions

Folder creation templates

Unified digital workspace

Optimize efficiency of Active Directory and single sign-on (SSO)
business operations.

Store, backup, and share files securely online

Enable unlimited client users

Full text search

Citrix Files for Outlook, Outlook Online, Gmail

Max file size upload/download 100 GB

Personal cloud connectors: SharePoint Online, OneDrive, OneDrive for Business, DropBox, Box, Google Drive

Citrix Files desktop application for Windows and Mac

Remote access to securely stored files from any device

Admin controls

Activity logs and reports

Simple, detailed user
provisioning and User management tool

permissions.

Policy-based administration

Folder invitations

Developer API

Custom branding

Offline Sync

For a free trial of ShareFile Virtual Data Room, visit sharefile.com/virtual-data-room

1. Citrix integrates with popular DLP systems that support the ICAP protocol (Symantec Data Loss Prevention, McAfee Total Protection for DLP, and
Forcepoint DLP) for customer-managed storage zone deployments to restrict document sharing based on the file’s DLP classification. In addition,
Citrix supports popular CASB integrations including McAfee Skyhigh Security Cloud, Netskope, Avanan, and Managed Methods to address cloud
service risks.
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